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AytenTudukanus

be3zonacHocts nndopmanuu

I'ocynapcrBennas
UH(pOpPMaLMOHHAs cHCcTeMa

Hoctyn k uapopmanum
HocTynHoCTh

3ammra uHGOpMaUn
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3ammmaemas HHGOpMAaHs

Wnenrudukamnms

WNudopmannonHas cucrema

Nudopmarnmonusie pecypcsl

HNHudopmanroHHble
TEXHOJIOTHUHI

WNndpopmanus

KonTponupyemas 30Ha

KonduaenmnuaibHOCTH

O06paboTka nepcoHanbHbIX
JTAHHBIX

TEPMUWHBI U OITPEJIEJIEHUSA

JleficTBUsT TI0 TpPOBEpPKE MOMJIMHHOCTH CYOBEKTa JOCTyIMa
B UH(POPMALIMOHHOM CUCTEME

CocrosiHMe  3alUILEHHOCTH  HH(pOpMAaLUH,
obecriedeHbl  €e  KOH(HUACHIHAIHHOCTD,
U 1IeJIOCTHOCTh

WNudopmannonnas cucrema, co3aaBaeMasi B IeJIsX peaan3aliu
MIOJTHOMOYU I roCyJapCTBEHHBIX OpraHoB
u obecrieueHuss oOMeHa wuHGpOpMAIMEd MEXAY OSTHMH
OpraHami, a TaKKe€ B MHBIX YCTAHOBJIEHHBIX (perepabHbIMU
3aKOHAMH LIEJIAX

Bo3MokHOCTB nomydeHust MHGOpMaIuK U ee UCIOIb30BaHUS

Cocrosinre uH(pOpMayM, XapakTepU3yemMoe CIOCOOHOCTBHIO
TEXHUYECKUX CPEACTB M HMH(MOPMALMOHHBIX TEXHOJOTHH
obecrieynBaTh OECHPENATCTBEHHBI TOCTYNl K WH(pOpMaIHuu
CyOBEKTOB, UMEIOIINX Ha 3TO IOJIHOMOYHUS

3amuTa wWHQOpPMAIMK, HANpaBlIeHHAs HA MPEIOTBPAIICHHE
NOJIyYeHHs 3aIluiiaeMoil MHpopMalnuu 3auHTEPECOBAHHBIMU
CyOBeKTaMH C HapylIEHHWEM YCTAaHOBJICHHBIX HOPMATHBHBIMHU
U TPaBOBBIMM JIOKyMEHTaMM (aKTaMu) WK 00JalaTensiMu
uHbOpMAlMK TIpaB WM NPaBUJI Pa3TPAaHUYCHUS JIOCTYIIA
K 3a1umaemMoi uHGopManuu

IIPU KOTOPOM
JIOCTYITHOCTh

Wndopmanus, sABISAIOMASACS TNPEAMETOM  COOCTBEHHOCTH
U TojUIeXanias 3aliuTe B COOTBETCTBUH C TPeOOBaHHAMHU
MIPABOBBIX JOKYMEHTOB 170031 TpeOOBaHUSIMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM UH(POPMALIUU
[IpucBoenue cyObekTaM 1 00bEKTaM JOCTYIIA UACHTU(UKATOpa
U (WIM) CcpaBHEHHME MPEIbSBIAEMOr0 HIEHTU(HUKATOpA
C MepeyHeM MPUCBOCHHBIX UIEHTH()HUKATOPOB

CoBOKYIHOCTb cojepikalieiics B 0a3zax JaHHBIX WH(pOpMaIu
u o0ecneynBalOIUX €€ 00paboTKy  MHGOPMAIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEACTB

OTtnenbHbIE JOKYMEHTBI M OT/AEIbHBIE MacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MacCHBBl JOKYMEHTOB, COJEpKaluecs
B MH(OPMALIMOHHBIX ~ cUCTeMax (OMOIMoTeKax, apXuBax,
¢doHax, OaHKaX JaHHBIX, HH(OPMAILIMOHHBIX CHCTEMAax APYrHX
BU/JIOB)

IIponiecchl, MeTonabl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MPEAOCTaBIICHUsI, PACIIPOCTpaHeHUsT WH(OPMAIIUU U CIIOCOOBI
OCYILIECTBIIEHUS TAKUX ITPOLIECCOB U METOI0B

Caenenus (coobmieHus, JTAHHBIC) HE3aBUCHUMO
0T (hOPMBI HX TIPEJICTABICHUS
[IpoctpanctBo  (TeppuTopusi, 37aHUE, YacTh  3/IaHUS),

B KOTOPOM HCKJIFOUEHO HEKOHTPOJIHMPYEMOe MpeObIBaHUE JIHII,
HE HMEIONUX IMOCTOSHHOTO HJIM  Pa30BOr0  JIOMYyCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPECTB

O06s13aTenbHOE [T BHITOTHEHUS JTUIIOM, MOTYYUBIIUM JOCTYII
K OIpeIeieHHONH WH(pOpMaluu, TpeOOBaHWE HE IepeaaBaTh
TaKyl0 HMH()OPMAIIMIO TPETbUM JIHIAM 0€3  COrJIacHs
ee obOmamarens

JeiicTBus (onepanuu) ¢ NEPCOHATBHBIMH JIaHHBIMH, BKJIHOYAs
cOop, cHcTeMaTH3allnio, HAKOIUICHWE, XpaHEHHE, YTOYHCHHE



Omneparop

HepCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTb

LlenoctHOCTH

(oOHOBIIEHUE, N3MEHEHHE), UCTIONB30BAHUE, PACIIPOCTPAHEHHE
(BTOM uymncne mnepemady), oOe3nIMUMBaHHE, OJOKHPOBAHUE,
YHUYTO)KEHUE TIEPCOHAIBHBIX TAHHBIX

IrpaXJaHUH WM IOPUAWYECKOE JIMIO, OCYILECTBISAIOLINE
JESITeIbHOCTh O JKCIUTyaTallud MH(OPMAIIMOHHOW CHCTEMBI,
B TOM uuciae 1o oOpaboTke wHOOpPMAIUHU, COACpKAIICHCs
B ee 0a3ax JaHHBIX

JIrobass uHpopManysi, OTHOCAIIAACA K HPSAMO WJIM KOCBEHHO
OTIpeICIIEHHOMY WJIH OTIpEeIeIIieMOMY (PHU3UUIECKOMY JIUITY
CoBOKYNHOCTb ~ yclnOBUH ¥ (AKTOpPOB,  CO3/JAIOLIMX
MOTEHIIHAIEHYIO WIH peansbHO CYLLECTBYIOILYIO
ONaCHOCTb,  CBSI3aHHYIO  C  yTedykod  uH(popMauu
W/WIM HECAHKIIMOHWPOBAaHHBIMU W/WJIM HETIpeTHAMEPEHHBIMU
BO3/ICHCTBUSMU Ha Hee

HenocraTtok (cmabocTh) MIPOTPaMMHOTO
(mporpaMMHO-TEXHHUYECKOT0) CPEICTBA MM MH()OPMALIMOHHON
CHCTEMBI B I€JOM, KOTOpPBIi (KOTOpas) MOXeT OBITh
UCIOJb30BaHA JUI  pealu3allid  yrpo3  0e301aCHOCTH
uH(pOpMaIN

VYcroitunBocTs  MH(GOpPMAMM K  HECAaHKLMOHHPOBAHHOMY
WM cIy4yailHOMY BO3JIEHCTBHUIO Ha Hee B Ipoliecce 00paboTku
TEXHUYECKUMHU CPEACTBAMH, PE3yJIbTaTOM KOTOPOI'O MOXKET
OBbITh YHUUTOXKEHUE U UCKAKEHUE UHPOPMALIUU



OBO3HAYEHUA U COKPALLIEHUSA

I'OCTP — Tl'ocynapctBennsbiii crannapt Poccuiickoit denepanu

[TonuTuka — Iomutnka wunHpopmManmonHoii Oe3omacHocTH ['O0CynapCcTBEHHOTO
OIO/DKETHOTO  00IIe00pa30BaTEeILHOTO  YUPEXKACHUS  CPEIHEH
obmeodpasoBarenpHoil mikoiasl Ne 438 Ilpumopckoro paiiona
Canxrt-IlerepOypra

[xona — TocynapcTBeHHOE OIOKETHOE 00IIe00pa30BaTeIbHOE YUPESIKICHUE
cpennsisi  obOmeoOpa3oBatenpHas mkoida Ne 438 IIpumopckoro
paitona Caukr-IlerepOypra

®OCB Poccun — @enepanbHas cnyxk0a 6e3onacHoctr Poccuiickoit deneparuu

OCTIK Poccun — @enepanbHas C1y>k0a 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUA

Hacrosmas [Tonutuka siBnsieTcss JOKYMEHTOM, ONPEAEISIONIMM HapaBIeHUs AeSITETbHOCTU
B o0Omactu obOecrneueHuss HMHPOPMAIMOHHON  OE30MACHOCTH M TPEACTABISACT  COOOM
CUCTEeMAaTHU3UPOBAHHOE M3JIOKEHHE 1IeJiel U 3a/1a4 HH()OpPMALlMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIBKO TIPaBWII, MPOIEIYP, MPAKTUYECKUX MPUEMOB U PYKOBOISAIIUX MPHUHIIMIIOB, KOTOPHIMU
pykoBozctByercs [1Ikona, a Takyke OpraHu3allMOHHbBIX, TEXHOJIOTUYECKUX U MPOIEAYPHBIX aCIIEKTOB
obecnieueHus MHHOPMAIMOHHON OE30MMACHOCTH.

[Tonoxkenus  Hactosmedt IlonmuTtukun He  pacmpocTpaHsitoTcss Ha — obOecrieueHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHOH 3amadeidi B oOjacTd wuHpOpManMoOHHON Oe3omacHoct Illkona mpu3HaeT
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECNeYeHUs 3alUThl HH(pOpMAy HWHPOPMAIMOHHBIX
pecypcoB llIkosia B KOHTEKCTE pa3BUTHUS 3aKOHoJaresbcTBa Poccuiickoin denepanyu U HOPM
perynupoBanus HWHQOPMAIIMOHHON JAEATEIHPHOCTH B TEKYIIUX YCIOBUAX (DYHKIIMOHHPOBAHHUS
MH(OPMALIOHHOTO MOJIS.

[Tpu pa3pabotke [ToMUTUKN YUIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3AHUS CUCTEM 3alUTHI
uH(pOpMallMK,  XapaKTePUCTUKA M  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEJICTB 3aIUTHI HH(pOpMAIIHH.

B pamkax cBoeit nestensnoctu llkona 00s3yercsa npeAnpuHUMAaTh BCE BOZMOXKHBIE MEPbI JIS
3amuUThl MHQOPMALIUK OT Yrpo3 0€30MmacHOCTH HHPOPMAITUH.

TpeboBanust nHGOPMaITMOHHON 0€30aCHOCTH, COOTBETCTBYIOT LessIM AestensHocTu [komna
U TpeaHa3HaueHbl IS CHIDKCHHMS PHUCKOB, CBS3aHHBIX C peaiu3amueld yrpo3 0e30macHOCTH
uHpopmanuu.

[TomuTrka noctynHa BceM padoTHUKaM LLIKoJbI M BceM NOIb30BaTENsIM €T0 PECYPCOB.

2 IEJH U 3AJJAYU OBECIIEYEHUSI THOOPMAIIMOHHOM BE3OIIACHOCTHU

Cy0bexTbl HHPOPMALMOHHbIN OTHOLIEHHU I

CybObekTtamu 1ipu obecrieueHuu HHPopMaIoHHoi 0e3onacHocTy B LIIkose aBristoTcs:

pabOTHUKHU CTPYKTYPHBIX MOAPA3ACICHU (B TOM YHCIIC YBOJICHHBIE);

rpaxkaane, padoTaroIre Mo JOroOBOpaM IpakJaHCKO-TIPABOBOTO XapaKTepa;

¢busnueckue M, NPEICTaBUTENNM KOHTPAareHTOB B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00s13aTENLCTB;

dbuszndeckue nuia, mojasiue odpamenue B aapec llkona;

IOpUJINYECKHE JIMIIA, B PAMKaX HCIIOJIHEHUs JIOTOBOPHBIX 00s3aTE€IbCTB MM BO HWCHOJIHEHUU
TpebOBaHMl CO CTOPOHBI 3aKOHOAaTENbCTBA Poccuiickoit Deaepanny;

Oprasbl TOCYyJJapCTBEHHOH BJIACTH.

O0beKTh HHPOPMALMOHHBIX OTHOIICHU

OO6bexTamu HH(OPMAIIMOHHBIX OTHOILICHUN SBIISIFOTCS:

uH(popMannonHsle pecypcsl LIkomsr;

rocyJapcTBeHHble  MH(pOpMalMOHHbIE  cucTeMbl — OmepaTopoM  KOTOPBIX  SIBJISETCA
[Ixoua;

nporeccel  00paboTku  MHQopmamuu B MH(OpMamuoHHBIX  cuctemax ko,
MH(OPMALIMOHHBIE TEXHOJIOTUH, pEerJIaMeHThl U MpoueAaypsl cOopa, 00pabdOTKH, XpaHEHUs
U Tiepeadu nHhopMaIuu;

nHpopmanmoHHass HWH(QpacTPyKTypa, BKIIOYAIONIas CHUCTEMBbI OOpabOTKH, XpaHEHUs
U aHanu3a uHpopmauu, IporpaMMHBIE U IPOTPAMMHO-AMIIAPATHBIE CPEJICTBA, B TOM YHCIIE KaHAIBI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3aIllIUThl UHPOPMALIUU, OOBEKTHI U TOMEIEHHs, B KOTOPBIX pa3MeleHbI
cpenacTBa 00pabOTKU HHPOPMAIIHH.

Hean o0ecneyennst HHPOPMANMOHHOI 0€30NIACHOCTH

OcHOBHO# 11€71RI0 OOecTieueHus nHpopmarmonHou 0e3omacHoctu [lIkoma sBisitoTCs MercTBHs
HalpaBJIeHbl Ha JOCTHKEHUE 3alUThl CYOBEKTOB MH(POPMALMOHHBIX OTHOIIEHUH OT BO3MOXKHOTO
HAHECEHMs] UM MaTepUalbHOrOo, (U3NYECKOro, MOPAIBHOIO MJIM HHOrO Yyiiep0a, MOCPeICTBOM
CIIy4aiiHOTO U IIPETHAMEPEHHOT O BO3JEHCTBUSA Ha UH(OPMALHIO,



B TOM YHCIIE!

o0ecrieueHus 0TKa30yCTOMYUBOTO (yHKIIMOHUPOBAHUS IPOTrPaMMHBIX
U anmnapaTHO-IporpaMMHBIX cpeacTB LlIkona u mpenocTaBisieMbIX CEPBUCOB,;

COOJIIOJIEHHsI IPABOBOIO PEXHMMa HCIOJIb30BaHUS MAaCCHBOB U CpEACTB 00pabOTKH
uHpOpMaLnu;

IPEJOTBPALIEHNUs pealu3alud yrpo3 0e30macHOCTH HMH(OPMAlMM HpU  OCYLIECTBICHUU
nesarenbHoCcTH HIKOIBI.

3anauu odecnevyeHuss HHPOPMAINUMOHHOIN 0€30MACHOCTH

JocTmwkenue neneil odbecreueHnst HHGOPMAIIMOHHONH 0E€30MaCHOCTH M CBOMCTB MH(OpMALIUH,
[IIkona pemraercs cleayOMMMU 3a1a4aMu:

3alIUThl OT HECAaHKIIMOHUPOBAHHOIO JOCTYNA K MH()OPMAILIMOHHBIM PECypCaM;

pasrpaHUUYEeHUs JOCTYNA MOJb30BaTesIel K MHPOPMALMOHHBIM, allllapaTHbIM, IPOTrPaMMHBIM
U MHBIM pecypcawm;

perucTpalMy M IEepUOJUYECKOro KOHTpOJIA JEHCTBMM Nojb3oBarenedl mnpu o0paboTke
3anuIaeMoi nHpopMauy U NepUOJUYECKUI KOHTPOJIb KOPPEKTHOCTU UX ACHCTBHIA;

KOHTPOJISl LIEJIOCTHOCTH Cpelbl HCIOJIHEHUS NpPOrpaMM M €€ BOCCTAHOBJICHHE B Cilydae
HapyLICHHUS;

oOecrieyeHns ayTeHTHU(OUKALIMU W HICHTH()UKALWMU  TOJIb30BATENCH, YJYaCTBYIOIINX
B HH(OpPMAITMOHHOM OOMEHE;

o0ecrnieueHus UCTIPAaBHOCTH IPUMEHSIEMBIX B UH(POPMALIMOHHBIX crcTemMax
[IIkosa cpeacTB 3aUTHI HHGOPMALIUH;

CBOECBPEMEHHOTO BBISIBJICHHE HMCTOYHHUKOB Yrpo3 0e30macHOCTH WHQPOPMALUHU, TNPHINH
U YCIOBHMH, CIIOCOOCTBYIOIIMX  HAHECEHUIO  ymiepOa  3aMHTEPECOBAaHHBIM  CyOBbeKTam
MH(POPMALMOHHBIX OTHOIICHUH;

CO3JIaHUEM CJIy’KObl MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl 0€30MaCHOCTH MH(pOpMaLUU
¥ HETaTHUBHBIC MTOCTIC/ICTBHS,

CO3JIaHUEM YCIIOBHH JUIsi MUHUMHU3AI[MH HAHOCUMOTO yIIepOa HelpaBOMEPHBIMH JICHCTBHUAMM,
U YCTpaHEeHHe MOCIEeCTBUI HapyleHus nHpopMalMoHHo# Oe3onacHocty B IlIkona.

Pemenue BolenepeunciaeHHbIx 3aaa4 B [lIkoma ocymiecTBiasieTcs NOCPeICTBOM:

yuyeTa Bcex MOAJIeKaIINX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAIMPOBaHUS AEMCTBUM NepcoHalia, OCYIIECTBIISIONIEr0 00CIyKUBAaHUE U MOIU(UKAIIHIO
IPOTPaMMHBIX M ITPOrPaMMHO-AINAPATHBIX CPEJICTB MH()OPMAIIMOHHBIX CUCTEM;

pernamMeHTanMM IpoueccoB 00paboTku uHpopManuu, aedcTBuil padbotHukoB Ilkona,
OCYIIECTBIISIONMX AKCIUTyaTallli0 MPOrpaMMHBIX U IPOrpaMMHO-aINapaTHBIX CPEICTB, HA OCHOBE
YTBEP)KJICHHBIX OPraHU3aIMOHHO-PACIOPSAUTENBHBIX JOKYMEHTOB M0 3alIUTe HHPOPMALIUY,

Ha3HAYEHUs U MOJrOTOBKON pabOTHUKOB, OTBETCTBEHHBIX 33 OPTaHMU3ALMIO M OCYIIECTBICHNE
MepONpUATHIA TI0 o0ecnieueHn o nHpopMamoHHoi 6ezonacHocTH B [1Ikona;

HaJIeJIeHNs1 KaXJoro pabOTHMKAa MHUHUMAIbHO HEOOXOAMMBIMM IpaBaMH INpu padote
B MH(OPMALIMOHHON UHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00513aHHOCTSIM;

coOroieHHsI BceMU paOOTHUKAMU, 3KCIUTYaTUPYIOIIUMU M 00CTYKUBAIOLUMU NPOTrPaMMHbIE
U [porpaMMHO-almnapaTtHble  CpeJICTBA, TPeOOBAHMN  OpPraHU3ALMOHHO-PACHIOPAIUTENBHBIX
JIOKYMEHTOB I10 BoIlpocaM obecrieueHust HHQOpMaIlMOHHON 0€3011acHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBIO Ka)JIOr0 paOOTHHKA 3a CBOM JCWCTBUS, yJacCTBYIOILETO
B paMKaxX CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B IMpoLECCax aBTOMATHU3UPOBAHHOM 0OpabOTKH
uH(pOpMaIlMU U UMEIOILEro JOCTYII K pecypcam HHPOPMAIIMOHHBIX CUCTEM;

peanu3anuei TEXHOJIOTHYECKUX TMPOIECCOB 00paboTkM WHOOpPMAIMK C HCIOJb30BAaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX Mep 3allMThl MpOorpaMMHOro  obecreuyeHus,
IpOTrpaMMHO-aNapaTHBIX CPEJCTB;

IPUHATHS Mep 10 00ecredeHn o (PU3NIECKOH 1EJIOCTHOCTH MPOrpaMMHO-aIapaTHbIX CPEICTB
UH(POPMALIMOHHBIX CHCTEM U MOIep)KaHUEeM HE00X0AUMOTr0 YPOBHS 3alIUIIIEHHOCTH KOMIIOHEHTOB;

UCITIOJIb30BaHUSI MIPOTPAMMHBIX U MPOrPAaMMHO-ANIMAPaTHBIX CPEACTB 3aIlUThl MH(pOpMAIUU
oOpabarbiBaemMoM B L1Ikose ¥ aAIMUHUCTPATUBHOM MOAEPKKON UX HCIIOJIb30BAHMS;

KOHTPOJISI ~ COOJIIOJIEHUS]  MOJb30BaTeNIIMU  HMH(OPMALIMOHHBIX ~ CHUCTeM  TpeOoBaHUI



1o obecreyeHno NHPOPMAITMOHHOM OE30MMaCHOCTH;

npoBeeHus aHanu3a 3 (HEKTUBHOCTH MPHUHATHIX Mep 3aIUThl HH(OPMAIMH ¥ TIPUMEHIEMbIX
cpencTB 3aumThl uHGopMmaruu B [lkore;

pa3pabOTKM ¥ pealu3alMi TMPEUIOKEHUH IO COBEPIICHCTBOBAHHIO CHCTEM  3alllUThI
urdopmaruu B [lkore.

3 TMPUHIMIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OIIACHOCTH

ObecnieueHne MHPOPMAIIMOHHON 0€30MAaCHOCTH, JOKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CJICAYIOUIMMH OCHOBHBIMH NMPHUHIIATIAMH:

IIpyuHUMI 3aKOHHOCTH

[Tpu BBIOOpE MepONpHUATHH MO 3amuTe WH(GOPMAIMHU, JOIDKHO COONIIOIAThCS JIEHCTBYIOIIEE
3aK0HO1aTeabCcTBO Poccuiickoit Denepannu B chepe 3aruThl HHPOPMAIIUH.

Bce paboTHUKHM OJKHBI MMETh TPEACTaBICHUE 00 OTBETCTBEHHOCTH 33 MPAaBOHAPYIICHUS
B cdepe 3amuthl uHpopmauuu. [IporpamMmHo-anmapaTHble cpeicTBa, npumeHsiembie B Ilkore,
JOJDKHBI MMETh COOTBETCTBYIOIIME JIMIIEH3UH, O(UIUAIBHO MPHOOPETAThCS y MpelCcTaBUTEICH
pa3pabOTUMKOB 3TUX CPEJICTB WM ABIATHCSA UHTEIUIEKTYaaIbHOU cOOCTBEHHOCTHIO [IIKOMBI.

I[puHOMI CHCTEMHOCTH

[Tpu co3manuu CUCTEMBI 3alIUTHl JOJDKHBI YUYUTBHIBATHCS aKTyajbHbIE YTPO3bl 0€30MaCHOCTH
UHPOpPMAaLIUK, BO3MOXKHBIE OOBEKTHI W HAIpPABJICHUS aTaKk HA HEE CO CTOPOHBI HAPYIIUTEINICH.
Cucrema 3amuThl JOJDKHA CTPOUTHCS C YIETOM HE TOJIBKO U3BECTHBIX KAaHAJIOB YTEUYKH HHPOPMAIIUH,
HO U C YYETOM BO3MOKHOCTH IOSIBIICHUS] HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIIEUEeHUH.

IpuHOMI KOMIIEKCHOCTH

KomruiekcHoe UCnob30BaHUE CPEACTB 3alIMThl MHPOPMAIIMK MPEAINOIaraeT COrjJacOBaHHOE
NpUMEHEHHE TP TOCTPOCHUH LEIOCTHON CHCTEMBI 3aIUTHI, IEPEKPBIBAIOIICH BCE CYIIECTBEHHBIE
yrpo3sl Oe3omacHocTH HMH(pOpManuu. 3anuTa J0JDKHA CTPOUTHCS SlIeoHHupoBaHO. Dusnueckas
3aIUTa JOJDKHA 00eCeunBaThCsl (PU3MUECKUMH CPEICTBAMU M OPTraHU3aIlMOHHBIME MEPaMHU.

[Tpu mocTpoeHuu, BHEPEHUN U IKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMAIIMK PYKOBOJICTBO
lkoma obecrieunBaeT ycioBUs uig ASPQPEKTHBHOH KOOpAMHAIMHM JCHCTBUHA BCEX JIHII,
obecrieunBarOMUX HHHOPMAITMOHHYIO O€30MaCHOCTbD.

I[IpuHOMD CBOEBPEMEHHOCTH

Pa3zpaboTka cucTteMbl 3alIUThl MHPOPMALUU JTOJDKHA BECTUCH MAapauIeNbHO ¢ pa3paboTKon
U UHQOPMALMOHHOM  CHUCTEMbl. OTO TMO3BOJUT y4yecTb TpeOoBaHHA  0€30IMaCHOCTH
OpU TPOEKTUPOBAHUM apXUTEKTyphl M, B KOHEYHOM cueTe, co3fgaTh Oosee 3¢ (deKTuBHbIE
UH(POPMAIMOHHBIE CUCTEMBI, 00JIAAFOIINE TOCTATOYHBIM YPOBHEM 3alIUIIEHHOCTH.

IpuHIuNn npeeMCcTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAaHWE MEp W CPEACTB 3almIUThl HH(OpMAIMK Ha OCHOBE
IPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHMYECKHX pEIIeHUH, KaJpOoBOr0 COCTaBa, aHaIu3a
(GYHKIMOHUPOBAHUS MH(MOPMAIMOHHBIX CHCTEM M CHCTEMBI €€ 3alllUThl C Y4eTOM H3MEHEHHH
B METOJaX M CpeAcTBax IepexBara HH(POpMalMM, HOPMATHBHBIX TpeOOBAHUN IO 3alIUTe
uH(pOpMaLIUH.

IpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHA 3aTpaT Ha obOecrieueHrne MHGOPMAITMOHHON 0€30MacHOCTH U IEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOKHOTO yIiepOa OT X pasIJlalleHus, yHUYTOXKESHUS
U WCKaxeHus. Vcmosip3yeMble MEphl M CPEJICTBA 3aIIUThl MHGOpMAIMH HE JOJDKHBI YXYAIIaTh
HPrOHOMUYECKHE TIOKA3aTeIN KOMIOHEHTOB HH(POPMAIIMOHHBIX CUCTEM.

IIpuHOMI 0TBETCTBEHHOCTH

BosnoxeHne oTBETCTBEHHOCTH 3a o0ecreyeHrne 0€30MacHOoCTH HHpopMaluu u ee 00paboTKu
Ha KaXJOro pa0OTHUKA B TIpejAeiax €ro IOJIHOMOYMA. B COOTBETCTBHHM C 3THM TNPHHIUIIOM
pacripefiesieHie TpaB U 00s3aHHOCTEH paOOTHHUKOB CTPOMTCS TAaKUM 00pa3oM, 4TOObI B cCilydae
JT1000r0 HapylIeHHs! OblT U3BECTEH HAPYIIUTENb.

IpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peaaTn3yeMoCTH

WMHpopMannoHHBIE TEXHOJIOTHH, TPOTPAMMHBIE U TTPOTPAMMHO-AIApaTHBIE CPECTBA, MEPHI
3alUThl UH(GOPMAIMK JOJKHBI OBITh pEain30BaHbl 110 COBPEMEHHBIM pEIICHHUSIM, 0OOCHOBAHBI



C TOYKHU 3PEHUs JOCTHKECHHS 3aJaHHOTO YPOBHS 3AIIUIICHHOCTH MH(POPMAIIUU ¥ SKOHOMUYECKOU
1IEJIECOO00PAa3HOCTH, a TaKXEe COOTBETCTBOBATH YCTAHOBICHHBIM HOpPMaM U TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMALIHH.

Hpunuun npodeccuonanzma

Peanuzanuss mMep 3amuThl MHPOPMAIMM W IKCILTyaTalusi CPEJACTB 3alIUThl HH(DOpMAIHH
JIOJDKHA OCYIIECTBIATHCS MPO(eCCHOHATBHBIMU CIICITHATTICTAMH.

[IpuBneveHue crieUaTU3UPOBAHHBIX OPraHU3AIMI K pa3paboTKe CPEACTB U peaau3alu Mep
3amUThl UHPOPMAIIUH, MOJATOTOBIECHHBIX K KOHKPETHOMY BHUIY JESITCIBHOCTH MO OOECICYEHUIO
0e30macHOCTH HH(OPMAITMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTUYECKOM PabOTHI U TUIICH3UHN Ha
MIpaBO OKa3aHMsI YCIYT B ATOM 001acTH.

IpuHIUN MUHMMH3AUM IPUBUJIETHI TOJIb30BaTeJ el

OO0ecnieyeHue Moab30BaTeiel MPUBUIETUIMH MUHUMAJIBHO JIOCTATOYHBIMU JIJIsI BBITIOJHEHUS
MMM CBOUX JOJDKHOCTHBIX 00s13aHHOCTEH B [1IKkoIe.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIIMUTE UH®OPMALINU
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3anmuThl MH(MOPMAIMK JOJHKHA IMPEAyCMATPUBATh KOMIUIEKC OPraHU3aIllMOHHBIX,
MPOTrpaMMHBIX U MPOrPaMMHO-AIAPATHRIX CPEACTB U MEp IO 3aluTe MHPOPMAIMK B MPOIIECCE
ee 00paboTKH.

BeimonHenue TpeOoBaHMIA TOCTUTACTCS 3a CUET pealin3aliK Ha 00beKTax WH(OpMATHU3ANN
Mep M0 3aIuTe HHPOpMaIUu:

uacHTH()HUKAIMY U ayTeHTU ()UK CYOBEKTOB JIOCTYIA U OOBEKTOB JIOCTYTIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JJOCTYMA K 00bEKTaM JIOCTYIIa;

OTPAaHUYECHUIO ITPOTPAMMHOM CPEJIbI;

3alIUTE MAIIMHHBIX HOCUTENEH MepCOHANbHBIX JAaHHBIX;

perucTpanuu coObITHII 0€30MaCHOCTH;

AQHTUBHUPYCHOMU 3allINTE;

00HApPY>KCHUIO BTOPXKCHUIA;

KOHTPOJTIO (aHAIK3Y) 3al[UIIEHHOCTH MTEPCOHATBHBIX TAHHBIX;

00€eCTIeueHHUIO 1EJIOCTHOCTH NH(POPMAIITMOHHON CUCTEMBI U TIEPCOHATBHBIX JAHHBIX;

00ecrnevyeHn 0 TOCTYTHOCTH EPCOHANIBHBIX JaHHbIX;

3alIUTHI CPEIbl BUPTyAJIU3AIUH;

3aIIUThl TEXHUYECKUX CPEICTB;

3aIUTHl UHOOPMAITMOHHONW CUCTEMBI, €€ CPEICTB, CUCTEM CBS3U U NIEpelaun JaHHBIX;

BBISIBJICHUIO MHIIUJCHTOB U PEaripOBaHNUE HA HUX;

YIpaBJICHUIO KOHGUTypalue THHOPMAIITMOHHONW CUCTEMBI i CHCTEMBI 3aIlIUTHI TEPCOHATBHBIX
JTAHHBIX.

[IIxomna, kak obnaaarens nHGOPMAIIUK OTPAHUICHHOTO JIOCTYIIA, IPH OCYIIECTBICHHH CBOMX
npaB 0053aHo:

coOJr01aTh NMpaBa U 3aKOHHBIE UHTEPECHI MHBIX JIUII,

MPUHUMATH HEOOXOIUMBbIE MEPHI MO 3aIUTEe HHPOPMAITIH;

OTpaHWYMBaTh JOCTYyn K HWH(OpManuu, ecild Takas oOOS3aHHOCTh YCTaHOBJICHA
3aKkoHoaresbcTBOM Poccuniickoit denepanuu.

B Tom uncne [llkona, BlipaBe €cii HHOE HE MPETyCMOTPEHO 3aKOHOJATENHLCTBOM Poccuiickoi
®denepauuu:

pasperniaTh WK OTPaHUYUBATH JOCTYH K HH()OPMAIUH, OTIPEIETISATh MOPSII0K U YCIOBUSI TAKOTO
JIOCTYTIA;

MCITOJIH30BaTh MH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHATD €€, II0 CBOEMY YCMOTPEHHIO;

nepenaBaTth HMH(QOpPMAIMIO JPYTUM JIMIIaM HAa YCTAHOBJICHHOM 3aKOHOJATENIbCTBOM
Poccuiickoit denepanyiu OCHOBAHUY;

3alIUIIaTh YCTAHOBJICHHBIMU 3aKOHOJATENbCTBOM Poccuiickoii Denepanuu crocodbaMu CBOH
mpaBa B cliy4ae He3aKOHHOTO TOJyUYeHHsI THPOPMAIIUH WU €€ He3aKOHHOTO MCTIOJb30BaHUS HHBIMH
JULAMU;



OCYILECTBIISITh MHBIE JEHUCTBHS ¢ HMH(OpManueld Wi pa3pemaTrbh OCYIIECTBICHHE TaKUX
JNEHCTBUM, €CIM OTH JCUCTBUS HE TMPOTHBOpevyaT (QeaepadbHbIM 3aKOHaM U JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra MH(QOpPMAUUM  OTPAHWYEHHOrO  JOCTyIa MpPEACTaBIseT CcoO0OW  NpUHATHE
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEp, HAlpaBJICHHBIX HA:

coOuro/ieHre KOH(pUIECHIMANbHOCTH UH(OpMay (MCKIOYEHNEe HEIpPaBOMEPHOIO JIOCTYIIA,
KOMHMPOBAHUS, PEIOCTABICHUS WM PACIPOCTPAHEHUS HH(OPMAIIHHN);

o0ecreyeHne HeJIOCTHOCTH HH(pOpMaluK (MCKII0UEHHE HEIPaBOMEPHOTO YHUYTOXKEHHUS
WA MOJU(PHUIMPOBAHUS HH(DOPMAIIH);

peanu3almio rnpasa Ha AOCTYI K MH(pOpMauy (MCKII0U€HHE HEIPAaBOMEPHOI0 OJIOKMPOBAHUS
uHpOpMAaLINN).

CpencTBa 3amuThl MHGOPMAIMKM BHEAPSIOTCS 10 pe3yibTaTaM MPOBEIEHHs OLIEHKU PUCKOB
UH(POPMALIMOHHOM 0€30MaCHOCTH.

Opranusanus 3ammThl HHGOpMaUNu

[TIpu opranmzamuu B Ilkona 3ammThl WHGOPMALWHU, JODKHBI BBIMOTHATHCS TPEOOBAHHS
®enepanpHoro 3akoHa oT 27.07.2006 Ne 149-d3 «O6 wunbopmaruu, HHGOPMAIMOHHBIX
TEXHOJIOTUSIX M O 3alIUTe HWHPOPMALUU», KOTOPHIE PETryJIUpYIOT OTHOIICHHS, CBS3aHHBIC
C YCTQHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM peKuMa 00pabOTKHU 3aluiaeMoi HH(HOpMaIHH.
B ToMm umcne tpeboBanus 0 3ammre MH()OPMAIMK, HE COCTABIIIONICH TOCYIapCTBEHHYIO TaiHY,
coJiepxalieiics B TOCYAApCTBEHHBIX HH(POPMALMOHHBIX CHCTEMax YTBEpXKIEHHbIE IPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepx)aeHuU TpeOOBaHMI O 3amuTe WHGOPMAINY,
HE  COCTaBJAIOUIEW  TroCylapcTBEHHYIO  TailHy, coJepxalleiics B T'OCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CHUCTEMax» JUIS TOCYAAPCTBEHHBIX HH()OPMAIMOHHBIX CHCTEM IO KOTOPBIM
[Ikouna sBisiercss OnepaTopom.

B IlIkoae moMUMO peanu3anuy OCHOBHBIX Mep 3aIIUThl HHPOPMALIUU OCYIIECTBIISCTCS:

peryiasipHasl OLIEHKa M  yIpaBlieHHMEe pUCKaMU  HH(OPMAIMOHHOM  0€3011acHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU IPOIIEypaMU B 00JIACTH YIPABJICHUS PUCKAMHU;

uH(popmMupoBaHue, oOyueHue u MOBBIIICHHUE KBTI (UKAITIT pabOTHHUKOB
[Ikona B chepe nHGOPMAITMOHHOHN OE30MTACHOCTH;

MeToAMYecKass MOMOIb pabOTHHKaM B Bolpocax oOecrnedeHus WHPOPMALMOHHOM
0€30I1aCHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 10 MOBBILIEHUIO YPOBHS 3alIUILEHHOCTH HH(POPMAIIHH.

Jns opranmzanuu 3amuThl nHGopMmanuu, llkona BmpaBe MPUMEHSTH CPENCTBA M METOJIBI
TEXHUYECKOM 3allluThl, MpeANpUHUMATh Jpyrue, HE TNPOTUBOpPEYAIINE 3aKOHOJATEIbCTBY
Poccuiickoit ®eaepanuu, MepsbI.

B pamkax oGecniedeHus 3auiuThl HHGOPMaIK, B paMKaX TPYIOBBIX OTHOLIEHUH HEOOXO0AUMO
03HAKOMUTH O] POCITUCH PAaOOTHHUKOB, TOCTYIT KOTOPBIX K MHPOPMALIMU OTPAaHUIEHHOTO JIOCTYIIA,
HE00XO0/IUM JUIsI BBIMOJIHEHUS] UMU CBOMX JIOJDKHOCTHBIX O0S3aHHOCTEH, ¢ mepeuyHeM MHpopManuu
OTPaHUYEHHOTO AO0CTYNa, U MpuHATHIME B LlIkoma Mmepamu 3amuTel HHPOPMAIIH.

Oco0eHHOCTH 32U THI NEPCOHATbHBIX TaHHbBIX

[Ipu opranmzamuu oOpaGotku B Illkona mNepcoHaNBHBIX JaHHBIX  HEOOXOAMMO
PYKOBOJCTBOBaThCsl TpeOoBaHusaMu @DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O TIepCOHANIbHBIX JTAHHBIX.

[lepeuenbr Mep, BBIIOJIHEHHE KOTOpBIX oOecreunBaeT Illkona B KkadecTBe omeparopa
TIEPCOHATBHBIX JaHHBIX, JOJDKEH BKITFOUATh:

Ha3HaueHue B lIIkoie 0TBETCTBEHHOTO 3a OPraHU3aIUi0 00PaOOTKU MEPCOHABHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEICISIONINX MMPaBUIa B OTHOMIEHHH 00paOOTKH MePCOHATBHBIX
naHHbIX B [lIkone, JOKaIbHBIX aKTOB MO BOIPOCaM 00paObOTKU MEPCOHAIBHBIX TaHHBIX;

NPUMEHEHHE OPTraHM3allMOHHBIX M TEXHHUYECKMX Mep 1O o0ecrleueHno 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX B COOTBETCTBUM cO cTarbell 19 DenepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHABHBIX JTaHHBIX,

BBINOJIHEHHE TPeOOBaHUMN MO COCTABY M COAEPIKAHUIO OPraHU3AIMOHHBIX U TEXHUYECKUX Mep
1o o0ecreveHno 0e30MacHOCTH MEePCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MHGOPMAIIMOHHBIX



cucTeMax MepCcoHaANbHBIX TaHHBIX YTBepKAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpKJIEHHH COCTaBa U COAEP)KaHUS OPraHU3ALMOHHBIX U TEXHUUECKUX MEp 110 00eCIeUEHUI0
0€30IIaCHOCTH TEePCOHANBHBIX JaHHBIX NpU HX 00paboTke B WHGPOPMALMOHHBIX CHCTEMAax
HEPCOHANBHBIX JaHHBIXY,

OLIGHKY BpE€Ia, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM IEepCOHAIBHBIX JaHHBIX
B ciayyae HapywmeHus PenepansbHoro 3akoHa Ne 152-d3, cooTHolIeHHE YKa3aHHOTO Bpena
U [IPUHUMAEMbIX ONEPAaTOPOM Mep, HAlpaBJICHHBIX Ha O0OECI€YeHHE BBIIIOJIHEHUSI 00S3aHHOCTEH,
npeaycMoTpeHHbIX DeaepanbHbiM 3akoHOM Ne 152-D3;

o3HaKoMJIeHHe paboTHHKOB [lIkona, HEMOCPEACTBEHHO OCYHIECTBISIOMMX 00paboOTKy
INEpCOHANBHBIX JaHHBIX, C TOJOXEHUsAMH 3aKkoHozarenbcTBa Poccuiickoit  denepauun
O TIEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCJIE€ TPEOOBAHUSAMHU K 3aIlUTEe MEPCOHAIBHBIX JTaHHBIX,
JOKyMEeHTaMy, omnpejaesstomumu TpedoBanus Illkona B oTHOmeHuM 0OpabOTKH NEpCOHAIbHBIX
JAHHBIX ¥ 00ydeHue, Mpu HEOOXOIMMOCTH, YKa3aHHBIX pAOOTHHUKOB.

Obecneuenne 6€30MaCHOCTH EPCOHANIBHBIX JAaHHBIX JOCTUraeTcsl, B YaCTHOCTH:

OlpeneieHneM  Yrpo3 W Hapymurered  0e30IacHOCTH  MEPCOHAIBHBIX  JIaHHBIX
pu ux 00paboTke B MHMOPMAIIMOHHBIX CUCTEMAX I1EPCOHAIIbHBIX JaHHbIX;

OTIpeNeICHNEM  YPOBHS  3AIIMIICHHOCTH TEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHHU
¢ TpeboBanusimu [loctanosnenus [IpaBurenscrBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119
«O0 yrBepkIeHHH TpeOOBaHMH K 3alIUTEe MEPCOHATBHBIX JAHHBIX IpPH HX 00paboTKe
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHANIBHBIX TAHHBIX);

NPUMEHEHHEM IPOUICIIINX B YCTAHOBJICHHOM IOPSIKE MPOLEAYpPY OLUEHKH COOTBETCTBHUS
CPEZCTB 3aLIUThl HHPOPMALUY;

OLIEHKOH 3(PEKTHBHOCTH MPUHUMAEMBIX MEp 10 3allUTe MEePCOHAIBHBIX JAHHBIX J0 BBOJA
B HKCILTyaTal1io0 HH(OPMALIMOHHON CUCTEMbI IEPCOHANIBHBIX JTAHHBIX

BOCCTaHOBJICHHEM TIEPCOHAIBHBIX JAHHBIX, BCIEACTBUE MOJTYYCHUsI HECAHKIIMOHHUPOBAHHOTO
JIOCTYIIA K HUM;

YCTQHOBJICHHMEM TPABWJI JOCTyHa K TNEPCOHAJIBHBIM  JTaHHBIM, 00pabaThIBA€MbIM
B HMH(OPMAIMOHHBIX CUCTEMaX I[EPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIEeYeHHEM pPErucTpanuu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(POPMAIIMOHHBIX CHCTEMaxX
NEePCOHANBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMI MEPAMH 10 3aIIUTE MIEPCOHANBHBIX TaHHBIX U OTPEICICHHOTO
YPOBHSI 3aIIMIIEHHOCTH HH()OPMALMOHHBIX CHCT€MaX [EepPCOHAIBHBIX JaHHBIX B IpoLecce
ee IKCIUTyaTaluy.

5 OCHOBHBIE TPEBOBAHMUS K ITIPOHECCAM OBECIIEYEHU A
WH®OPMAIIMOHHOM BE3OIMTACHOCTH

Metoanyeckoe pyKoBOJICTBO, pa3pabOTKy pelleHui mo 3ammre HHGopMalim, coriacoBaHue
BbIOOpA CPEICTB BBHIYMCIUTENBHON TEXHHKH, MPOTPAMMHBIX U MPOTrPaMMHO-aNNapaTHBIX CPEICTB
3alUThl UH(OPMAIMM, OPTaHU3aLMI0 paboT MO BBISBICHUIO BO3MOXHOCTEH U MPEIyNpeKIACHUIO
YTE€YKH U CBOMCTB 3aluiiaeMod uHOOpMaIuu, aTTecTaluio O0BEKTOB HHGPOPMATHU3AIUU
OCYLIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHbIE TTopasaeneHus [komnsl.

®uznyeckas 0e30MaACHOCTH

[IpuHsTbIE OpraHU3allMOHHBIE W TEXHUYECKHMe Mephl mo 3ammrte nomemenuil [lkona,
CEpBEpHOr0 M KOMMYTAllMOHHOTO OOOpYIOBaHMS, AaBTOMAaTHU3WPOBAHHBIX pabOYMX MeECT
noJjb30Baresel nHpopMaMoHHbIX cucteM LlIkona o0eceunBarOT pean3aluio ciaeIyonmx Mep 1o:

pasrpaHUYeHHIO JOCTyna paboTHUKOB B mnomemieHus Illkora B cOOTBETCTBUHM € HX
MOJTHOMOYHSIMU U TOMKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpauuu (akToB BXoAa paOOTHUKOB B TOMEHIEHHMS B KOTOPBIX BeJeTcss oOpaboTka
MEPCOHANIbHBIX JIaHHBIX;

KOHTPOJIMPYEMOMY MpeObIBaHUI0 MOCTOpoHHMX Jull B Illkona B momemeHusi, B KOTOPBIX
BezieTcsl 00paboTka MH(OPMAIIMK OTPAaHUYECHHOTO JOCTYNa M pa3MelleHbl annapaTHble CpeiIcTBa
MH(}OPMaLMOHHON CUCTEMBI,

OpraHu3alK PeKUMa KOHTPOJIMPYEMOT0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH HH(OPMAIIHH.



[MTomemenust Illkoma gomKHBI OBITH OOOPYIOBAaHBI NIETEKTOpaMHU OTHS M JbIMA,
OTHETYLIUTEISIMU, CHUCTEMaMH KOHIUIMOHUPOBAHMS BO31yXa, CPEICTBAMH OXPaHHO-TIOKapHOU
CUTHAJIM3aLUU.

OcHoBHOE cepBepHOE M KOMMYTaloHHOe 06opyaoBanue lIkona 70MmKHO OBITH 3alIUMIIIEHO OT
nepeboeB B I0Ja4€ DJIEKTPOIHEPIUU IMYTEM IMOAKIIOYEHHUS K AJIEKTPOCETH C IPUMEHEHHUEM
UCTOYHUKOB OecriepeOOMHOrO MUTAaHUS M PE3EpPBHOrO  JU3eib-reHepartopa. McrouHuku
Oecriepe0OHHOr0 MUTAaHUS HEOOXOAUMO PETYJISIPHO TECTUPOBATh M MPOBEPSTH YIMOTHOMOUYECHHBIM
pabotHukam HIKoIbI B COOTBETCTBHH C PEKOMEHIAUSMU POU3BOAUTEIIS.

[TopTaTUBHBIE TEXHUYECKHE CPECTBA HE IOJIKHBI OCTABAaThCS 3a IIpeieaMu KOHTPOJIUPYEMOI
30HBI [lIkona 6e3 KOHTPOJIS CO CTOPOHBI pabOTHUKOB LIIKOIBI.

Be3onacHocts Ha paGoueM mecTe

3anpemaercs BECTHU 3alMCh MApOJIEW B OTKPHITOM BHUAE HA MaTEpPUAIbHBIX HOCHUTEI,
3a UCKJIIOUEHUEM CIIy4aeB, PETIAMEHTHPOBAHHBIX METO/I0B XPaHEHUS.

JIOKyMeHTbl ¥ HOCUTENIM C HH(OpMalMeil OrpaHMYEHHOTO AOCTYyNa IOJKHBI YOHpaThCs
B oOmecuaTbiBacMble MecTa (ceidbl, mkadbel W T.aI.), [OpH yXxoiae ¢ pabodero mecra.
Ha aBromaTtusupoBanHom pabouem mecte [Tonb3oBarens pabouas ceccusi JojkHa ObITH MPEpBaHa,
pabouuii cton 3abmokupoBaH. Bxoj mosib30BaTeNs B CHUCTEMY HE JOJDKEH BBITOIHATHCS
ABTOMAaTUYECKH.

JloKyMeHTBI, cofiepKaliyre nHHOPMAaLIUI0 OTPaHUUYEHHOT0 JOCTYIa, JOHKHBI Cpa3y U3bIMAThCs
U3 TMeyaTalliux ycTpoucTB. g yTwim3anuu KOH(PHUIECHIUAIBHBIX JIOKYMEHTOB, JOJKHBI
UCIIOJIb30BAaThCSl YHUUTOXKHUTENIN JIOKYMEHTOB HE HUXE 4 YpOBHS IO CTaHAapTy O€301acHOCTH,
MPUMEHSAEMOMY K YHUUTOXHUTENSIM JTOKYMEHTOB.

[Ipu wucnonb30BaHMM MOOWJIBHBIX TEXHHUUYECKHX CPEJICTB HEO0OXOIuMO  COOJII0IaTh
JOTIONTHUTEJIbHBIE MEphl MO0 PErIaMEeHTAllMd W KOHTPOJIIO HCHOJb30BaHUS B HMH(DOPMAIMOHHOM
cHCTEME MOOMJIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHue mnpencraBuTeneil OPUAMYECKUX JIMI B paMKaxX MCIOJHEHUS JOTOBOPHBIX
00513aTeNIbCTB B MOMEUICHUSAX B KOTOPBIX BeeTcst 00padoTka MHPOPMALIUK OTPAaHMYSHHOTO JJOCTYIIA
WH(OPMALIMOHHONW CHCTEMbI, BO3MOXKHO TOJBKO B CONpOBOXAeHWU paboTHuka [llkoma
JOTYIIEHHOTO 710 00pa0OTKU TakoW MH(OpMaIuu.

Pasmemienne TeXHUYECKHX CpPEACTB BhIBOJAa wuHpopMmanuu B mnomemeHusx [llkoma
IPOU3BOJUTCS C YYETOM HCKIIIOUEHHUS BO3MOXKHOCTH BHM3YyaJbHOTO IPOCMOTpa HHGOpMaluu
MOCTOPOHHUMHU JIMIIaMU B paOOTHUKAMU, HE TOMYIIIEHHBIM K paboTe ¢ JaHHOU nHpOopMaIuei.

TexHUuyeckue cpesicTBa JOJKHBI pa3MELaThCsl U XPAHUTHCSA TaKUM 00pa3oM, UTOObI COKPaTUTh
BO3MOYKHBIN PUCK OBPEKIECHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Texnuueckoe 006cIy;kuBaHNe 000Py10BaHUSA

Texnnueckue cpencrsa IIIkosbl AOKHBI NPOXOAUTH HA PETYJISAPHONW OCHOBE CEPBHCHOE
00CyXKMBaHUE B COOTBETCTBUH C PEKOMEHJALIUSAMH POU3BOAUTENECH 000py10BaHUS.

PeMoHT u cepBucHOe OOCTy)KUBaHHE OOOPYIOBAHMS JOJKHBI BBINOJHITHCS TOJIBKO
KBATH(UIIUPOBAHHBIMU CIIEIIUATTUCTAMHU.

TexHuueckoe o0OCTyKUBaHHE OOOPYAOBAaHUS CTOPOHHUMM OpraHU3alMsIMU HE JOJKHO
MPUBOJIUTH K PUCKY HApYIIEHUS KOH(PUIEHIUAIBHOCTH 3aIMIaeMON HH(OpMaLIUH.

B3auMogeiicTBHe ¢ TPETHUMHM JIULAMU

B unenax oOecrieuenus wuHdopmarmoHHoi Oe3omacHoctu Illkona mpu B3auMOECHCTBUU
C TPETHbUMHU JIMIIAMH JIOJKHO BBITIOJIHATH CJIEYIOLINE MEPOTIPUATHS TO:

3aKJIIOYEHUIO COTJIAIlIEHHs O HepasrylalleHMH WH(OpMaluu OrpaHUYEHHOIo JOCTyIa
MOJIyYEHHOM B XO7I€ UCTIOJHEHUS IOTOBOPHBIX 0053aTENIbCTB,;

OCYIIECTBJICHUIO KOHTPOJS 3a JAECUCTBUAMU TpEACTaBUTENCH KOHTPAareHTOB B Ipelesax
KOHTpoJipyeMou 30Hs!I Ilkoia.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHPOPMALMOHHBIX CHCTEM

MeporpusaTus B IpoIecce KU3HEHHOTo IukIa nHpopMannoHHbIX cucteM llIkona mOKHBI
OBITH HaIlpaBJIeHbl Ha oOecreueHue 3allnuThl HHPOPMAIMK MIPU BBOJE B ACHCTBUE, SKCIUTyaTalluH,
CONPOBOXACHUU U MOJIEPHU3AIINH, BEIBOAA U3 HKCILTyaTalNH.



OcHoBaHMeM mpu pa3paboTKe HHPOPMALMOHHBIX CHUCTEM JOJDKHBI SIBISATHCS PEIICHHS
NpUHATBIE HAa cTaguu (GOpPMHpPOBaHMS TPeOOBaHUH, cojep)kamue TpPeOOBaHWS B TOM YHCIIE
[0 CHCTEME 3aIIUTHl THPOPMALIUH.

JIroboe niaaHupyemMoe K BHEIPEHUIO U3MEHEHHE NH(POPMALIMOHHOM CUCTEMBI IIPEIBAPUTEIIBHO
JOJDKHO  OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyLICHHUH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aILUThI HHPOPMALIUY.

PaGoTel mo MonepHM3anuu HHGOPMAIIMOHHOM CHCTEMBI, B TOM YHCJIE IO YCTAaHOBKE
IPOrpaMMHOr0 oOecreyeHus: 1 OOHOBJIEHUH, 10JKHBI IPOBOJUTHCS B HEpaboyee BpeMsl WU BpeMs
HaUMEHbIIeH pabodel Harpy3KH.

Ilpu BbIBOgE M3 HKCIUTyaTallMM MH(OPMAIMOHHBIX CHUCTEM JIOJDKHO oOOecreynBaThes
rapaHTUPOBAaHHOE yjajieHue oOpadaThIBaeMON U XPaHUMOW B HUX HH(POPMALIUH C HCIIOJIb30BAaHHEM
CPEACTB rapaHTHUPOBAHHOIO YHHYTOKEHUS MH(POPMALUU WIN IyTeM (PU3MYECKOr0 YHHUYTOXKEHUS
HocuTenei nHpopMaIum.

Bce mpouenypsl oOecnieueHust 3amuThl  MHpOpManuM, ycTaHoBieHHble B Illkomna
B OTHONICHMM WH(POPMAIMOHHBIX CHCTEM, JIOJDKHBI BBIOJHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMLIAaMH 32 OPraHU3aLMI0 PaboT MO 3aluTe UHHOPMALIHH.

KonTpoJs nocTyna k HH(pOpManMOHHBIM CHCTEMaM

Bce pabornuku Illkona, nomymieHHble K paboTe ¢ MH(OPMALMOHHBIMU CHUCTEMAaMU HECYT
NIEPCOHAIbHYI0 OTBETCTBEHHOCTb 3@ HApYyUIEHHs YCTaHOBJIEHHOIO IOpsiika 00paboTKu
uHpopmanuu.

YpoBeHb NOTHOMOYMH MOJIb30BaTeNss B UHPopManumoHHOM cucteme Illkona pomkeH
OIIPENIeNATHCS B COOTBETCTBUHU C €T0 JOPKHOCTHBIMU O0SI3aHHOCTSIMU.

Joctyn nonp3oBareneil kK nHGOpMannOHHBIM cucteMam Illkosa JomKeH KOHTPOINPOBATHCS
aJIMUHUCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

Ocy1ecTBI€HUE PEryIsIPHOIO KOHTPOJIS BHIIOJHEHHS] OpraHU3alMOHHO-PACIOPAIUTENbHBIX
JIOKYMEHTOB, KacaloLIUXCs perijaMeHTanuu Jomnycka paOoTHukoB Illkosna k MHGpOpPMaLMOHHBIM
CUCTEMAaM.

HnenTudguxanus u ayreHTupuKanms

Joctyn monp3oBareneid kK WHGOPMAIMOHHBIM CHCTEMaM JOJDKEH MPEIOCTaBISATHCS TOJIBKO
10CJI€ YCIIEHIHOTO 3aBepUICHUs NACHTHU(PHUKAINN, AyTeHTU(DUKALIUH.

[TonyueHue mnoab30BaTEieM HUMEHHM B HHPOPMAIMOHHON cHUcCTeME M Mapojs, KOTOpbIe
o0ecrneynBaroT JOCTYI K HH(OPMAIIMOHHON CUCTEME, JOKHO OCYILECTBIISATHCS MO MPEACTABICHUIO
PYKOBOJUTEIS CTPYKTYPHOI'O TIOJIpa3AeieHUsI.

YnpasJienue 10CTYINOM

B Illkone DOMKHO OCYLIECTBISTHCS YIpaBICHHE IOCTYNOM K HH(OPMAlMOHHOW cHCTEME
MOCPEJCTBOM peau3alil HEOOXOJUMBIX METOAOB, THUIOB M MPaBWJI pPa3rpaHUYEHUs J0CTyIa
nosib3oBatensiM uHpopmarmonHoi cuctemsl [llkona. B Tom umcie obecnedeH 3aniuIeHHBIN
yJAJIEeHHBIA J0CTYNl CyOBEKTOB JOCTYNa K OOBEKTaM JOCTyNa 4epe3 BHEUIHHE WH(POPMAalMOHHO-
TEJIEeKOMMYHUKAIlMOHHBIE CETH.

Bbe3onacHocTh npu padore ¢ HOCUTEJIAMH HHGOPMALHMHT

Paborauku [Ikona 1omKHBI UCHIOIB30BAaTh TOJIBKO YUYTEHHBIE ChEMHbBIE MAILIMHHBIE HOCUTEIH
UHGOPMALMU ISl BBIMOJHEHUS CBOMX JOJDKHOCTHBIX 00si3aHHOCTEH. lcmoib3oBaHME ChEMHBIX
MAaIIMHHBIX HocuTenell nHdopmanuu B [1Ikona B MHBIX IENIIX CTPOro 3arpelieHo.

CpemHbIe MallIMHHBIE HOCUTENH MH(OPMAIMH JOJDKHBI XPAaHUTCS B ON€YaThIBAEMBIX IIKadax,
B ITOMEIIEHUAX B KOTOPBIX MPeAyCMOTpeHa 00paboTka nH(OpMaLuyu OrpaHUYEHHOT0 JIOCTYTIA.

B ciyuae kpaxu wiM moTepu ChbeMHOTI'0 MAIIMHHOTO HOCUTENS MH(OpMAIUK, a TakkKe UHBIX
MHIUJCHTOB, KOTOpPblE MOTYT NPHUBECTH K HaApYIIEHHIO CBOMCTB HH(pOpMAIMU OTPaHHUYEHHOTO
J0CTyTa, JOJLKHBI IPOBOAUTHCS MEPOIIPHUATHS 110 PACcCiIEI0OBAaHUIO TAKUX HHIIUICHTOB.

[Tpu BBIBOAE M3 BKCILTyaTallMd ChEMHOIO MAIIMHHOIO HOCUTENsI MH(QOpMAalUH, BCe JaHHbIE,
XpaHSIIMeCcs] Ha HEM, JOJDKHBI ObITh yIaleHbl ONpeaesIeHHOW KOMHUCCHEW M3 yucia paObOTHUKOB,
CPEJICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHHSI HHPOPMAIIHH.



@akT yHUYTOXKEHUS HH(POpPMAIMM HA CHEMHOM MAIIMHHOM HOCUTENe HH(opMauu
¢dukcupyercss B akre 00 YHHYTO)KEHMHM HHPOPMALMU CO CBEMHOIO MAIIMHHOIO HOCUTEIS
uHpOpMaLnH.

Perncrpanus codbITHii

B  Illxkoma  momKHA  OCYIIECTBIATHCS ~ pPErHCTpAlMM  COOBITUH  Oe30macHOCTH
Ha BCEX KOMITOHEHTaxX UH(popMalMoHHbIX cucteM Lllkona, B KoTopbIx 0OpadaThiBaeTCs 3alyiaeMas
uHpOpMaIHSL.

AHTHBHPYCHAS 3alIIUTA

B mensx oOHapyxeHUST M yCTpaHEHHs BpEeIOHOCHBIX mporpamMm B Illkona m0mKHBI
UCIIOJIb30BaThCs CPEJICTBA AHTUBUPYCHOM 3aIIUThl HHPOPMALIUY.

OO0s3aTeIbHOMY KOHTPOJIIO CpPEACTBOM AHTHUBUPYCHOM 3amuThl HH(POPMAIUU JIOJDKHA
nojJiexkats Jiro6ass uHbopmarus (TeKCToBble Gaiabl JOOBIX (GopMaToB, (ailyibl JaHHBIX,
UCTIONHAEMBIe (aiiybl), TOdMydaeMass W IepelaBaeMas 10 JIOKaJIbHON BBIUMCIUTEIBHOW CETH
B TOM YHCII€ U CETAM OOLIEro Mojib30BaHUA, a TaKkKe HH(pOpMAlMs, XpaHHMMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEIISAX UH(OPMAIIHH.

ITpu ycraHOBKE MPOrpaMMHOI0 00ecIieueH sl WK €ro OOHOBJIEHHS Ha CEBEPHOE 000py10BaHHE
JIOJKHA aBTOMATHYECKHM BBINOJIHATBCA IPEIBApUTENIbHAS IPOBEPKA JAHHOTO IPOrPaMMHOIO
o0ecreyeHus Ha OTCYTCTBHE BPEIOHOCHOI'O IPOTPAMMHOT0 00ECIIEUEeHHU.

OOHoBieHue 0a3 CUTHATYp Ui CPEACTBa AHTHBHPYCHOW 3alIMTHI WH(OPMAIMH JIOJKHEI
OOHOBJISAITHCSI €KETHEBHO.

[Tonb30Barenu 0e3 pas aJMUHHCTpaTOpa UHPOPMALTMOHHON CUCTEMbI
[IIkosia He JOJKHBI UMETh BO3MOYKHOCTh IOJIyYEHHs JOCTyNa K KOH(Urypalluu aHTHUBUPYCHOI'O
CPEJCTBA 3AIIMTHI WM €r0 OTKIIOYEHHUSL.

KoHTpOoJIb 321 IIIEHHOCTH NePCOHATBHBIX TAHHBIX

B nensx uckiarodeHHs SKCIUTyaTallMM YSI3BUMOCTEH MPOrpaMMHOIO OOECIEUEHUS JIOJIKHBI
OPOBOIUTCS pabOThl 1O BBIABICHUIO, aHAIU3y YSI3BUMOCTEH MH(OPMAIMOHHON CHCTEMBI
Y OIIEpaTUBHOE YCTPAaHEHNE BHOBb BHISIBJICHHBIX YSI3BUMOCTEN. B ToM uncne opranuzainys KOHTpOJIs
YCTAHOBKHM OOHOBJIEHUS IPOTPAMMHOI0 00ECIIeYeHHs BKIIIOYAsl CPEACTB 3aLUThI HH()OpMAIUH.

Hcnosb30BaHHe NPOrPaMMHOTO 0OOeceyeHus

BeiOop mnporpamMMHoro oOecneueHus Ui NPOU3BOACTBEHHBIX HYxk[J Illkonma nomxeH
MIPOU3BOJIUTHLCS B NPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B ENUHBIN peecTp poccHiiCKUX
IpOTpaMM JUIs 3JI€KTPOHHBIX BEIUMCIUTENILHBIX MAIIMH 1 0a3 TaHHBIX. B ciydae oTcyTcTBHS aHaora
B EnuHOoM peectpe poccuilckux mporpaMMm Ui SJIEKTPOHHBIX BBIYUCIUTENbHBIX MAIIUH
1 0a3 JaHHBIX JOMYCKAETCs NCIOJb30BATh POrPaMMHOI0 o0ecrieueHrue UMIIOPTHOTO IPOU3BO/ICTBA.

Hcnonb3oBanue cpecTB Kpunrorpadguyeckoi 3ammTsl HHPOPMALMHU

Obecneuenue 3aUThl HH(GOPMAIIMM OTPAaHUYEHHOTO JI0CTYNA OT PACKPBITHS, MOIUPUKAIIMN
YW HaBsi3pIBaHMS (BBOJA JIOKHOM HMH(pOpMalMHM) MpU €€ Tepenade (MOATOTOBKE K Iepeaade)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJ 3a IMpeAeibl KOHTPOJUPYEMOHl 30HBI oOecreuyuBaeTcs
IPUMEHEHHUEM CPEJICTB KpUNTOrpaduuecKoil 3amuThl HHPOpMAaILIUH.

[TpuoOperenue cpeactB kpunrorpaduueckot 3aumrsl HHGopmarun Hlkona ocymecTsusercs
Ha OCHOBAHHMM JIOTOBOPOB M KOHTPAKTOB C JIUI[AMH MMEIOIIMMU JelcTByomyto auneHsuto OChb
Poccunm Ha ocymiecTBieHHE AEATENBHOCTH MO pPa3paboTKe, MPOU3BOJICTBY, PaclpOCTPaHEHHIO
MM PPOBATBbHBIX (xpunrorpadu4ecKux) CPEACTB, MH(OPMALIMOHHBIX CUCTEM
U TEJICeKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IU(PPOBAIBHBIX
(xpuntorpadu4ecKnx) CpelCTB, BHIIOJHEHUIO pabOT, OKa3aHUIO YCIyr B oOjacTu Mmu(pOBaHUS
UHPOPMALIUK, TEXHUYECKOMY OOCITYXHBaHWIO MH(POBATIBHBIX (KpUOTOrpapuuecKux) CpeCTB,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHUKAIMOHHBIX CHUCTEM, 3aIUIICHHBIX C MCIOJIb30BAaHHEM
mudpoBanIbHBIX (KpUNTOrpagUUecKnx) CpeACTB (32 HMCKIIOYEHHEM Cilydasi, €ClIi TEeXHHYECKOe
oOciyxuBaHue MUGPOBAIBHBIX (KpUNTOrpaduyeckux) CpeacTB, HH(POPMAILMOHHBIX CHCTEM
U TEJICeKOMMYHHUKALIMOHHBIX CHCTEM, 3allMIIEHHBIX C HCHOJb30BAHWEM IMHM(POBATBHBIX
(kpuntorpaduyecknux) CpEACTB, OCYIIECTBISETCS s oOecrneueHuss COOCTBEHHBIX HYX]I
IOPUJINYECKOTO JIUIA WK UHAWBUAYAILHOTO MPEANPUHIUMATEI).



B wmensx opranumszanuu W oOecriedeHHMH TMepenadyd WHQPOpMAIMU 1O KaHalaM CBSI3H
C HCIOJNBb30BAaHUEM CpEJICTB KpunTorpaduueckoil 3amuThl MHGOOPMALUU, a TaKKe BBIMOTHEHUS
nuneH3uoHHbIX  TpeboBanmii @D®CBb Poccum B Illkoma pmomkeH ObITh  CO3AaH  OpraH
KpUNTOrpaduueckoi 3aiuThl.

[Topranbuble pemenus llkona ¢ BO3MOXHOCTBIO JOCTyNA C CET€H OOLIEro IOJIb30BaHUS
JOJKHBI B TPUOPUTETE pa3palaThiBaTbCi C OpraHu3alved 3alMIIEHHOr0 KaHaja MOCPEICTBOM
nportokoina TLS ¢ mogaepxkoit anropurmoB 'OCT 34.10.

HUcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJeKTpOHHAs IMouTa JOJDKHA Hcmosib3oBaThest B Lllkoma ¢ menpro opraHusanuu oOMeHa
JJIEKTPOHHBIMU ~ COOOILIEHUSIMU ~ MEXIy paOOTHHKAMH U CyOBbeKTaMu HMHPOPMAIIMOHHOM
0€30MacHOCTH.

[Tpu “cnonb30BaHUU ANEKTPOHHON OYTHI 3aMpeIiaeTcs:

oOMeH nHpopMaIme 1Jis CIIy>KeOHOTO MOJIb30BaHus, a TaKkKe HH(POpMAIMel OrpaHUIEHHOTO
JOCTYTIa;

MPEJOCTABIICHUE TOCTYIIA K 3JIEKTPOHHOM MOYTE C UCIOJIb30BAHUEM JTAHHBIX CBOCU YYETHOM
3aMKCU TPETHUM JIULIAM;

nyOIMKauUs CBOEro CIIyKEOHOTo ajpeca AJIEKTPOHHOW IMOYThI B AJIEKTPOHHBIX KaTaJlorax,
Ha IMOMCKOBBIX MalTMHAX U APYTUX pecypcax ceTu HTepHEeT B LeNsX, He CBA3AHHBIX C UCIIOJIHEHUEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

MOJIMKCKA IO 3JIEKTPOHHOW MOYTE Ha pa3IUYHbIE peKJIaMHble MaTepualbl, JIUCThl PACCHUIKH,
AJIEKTPOHHBIE KYpPHAJIbl M T.J., HE CBS3aHHbIC C BBHIIOJHEHUEM IOJIb30BATENIEM JOHKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBHIMOJHEHWE) (PaiIoB, MOTYYEHHBIX IO DJEKTPOHHOH TOYTe
Wi u3 pecypcoB cetu HHTepHer, 0e3 NpeaBapUTENIbHOW NPOBEPKH HX AHTUBHPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011ero noJL30BaHus

[Ikomna ocraBisieT 3a cOOOW MPaBO OJIOKUPOBATH WM OTPAaHUYMBATH JOCTYI PAaOOTHUKAM K
CETSIM CBSI3U OOIIETO IMOJIb30BaHMSI, B TOM 4Hciie ceTu VHTepHeT, cofepKaHue KOTOPhIX HE UMEET
OTHOLIEHUSI K UCIIOJTHEHUIO JOJKHOCTHBIX 00S3aHHOCTEH, a Takke K MH(POPMALMOHHBIM peCypcaM,
COJIepXKaHUE U HAMPABIEHHOCTh KOTOPBIX 3alPeIleHbl 3aK0HO01aTenbcTBOM Poccuiickoit deneparuu.

Nudopmanus o mnocemaembix pabotHukamu [llkona wWHGOPMAIIMOHHBIX  PECYPCOB
MPOTOKOIUPYETCS [Tl MOCIEAYIOIIETo aHAINU3a U, TIPU HEOOXOJJUMOCTH, MOXKET OBITh TIPE/ICTaBICHA
PYKOBOJUTEINSAM CTPYKTYPHBIX MTO/Ipa3/IesIeHnH, a Takke pykoBoautento [Ikomna 1yist KoHTpoIs.

[Ipu ucnonb3oBanuu cetu MHTEpHET 3anpeleHo:

MCIIOJIb30BaTh npenocraBieHHbii [lkona noctymn B ceth IHTEpHET B TMYHBIX LIEIISIX;

MCII0JIb30BaTh HECAHKIIMOHMPOBAHHBIE MTPOTPaMMHBIE M MPOrPaMMHO-aNNapaTHbIE CPEICTBA,
MO3BOJIAIOIINE TIOJYYUTh HECAHKIIMOHUPOBAHHBIN 1oCTyH K ceTh MHTepHeT;

nyOIMKOBaTh, 3arpyXaTh M PaclpoOCTPaHITh MaTepHalibl COJAepXkKallhe HEeIOCTOBEPHYIO
undopmarnuto o lllkona, a Takxke hanscuduiuposarts coii [IP-agpec.

Pe3epBHOe KONIMpPOBaHKME U BOCCTAHOBJIEHHE JAHHBIX

Ocy1ecTBieHnEe Pe3ePBHOI0 KOMMPOBAHUS JIOJDKHO OCYILIECTBIIATHCS IS

uHpopmaniuu oOpabareiBaeMoii Ha (alIoBOM cepBepe U CepBepe MPHIIOKECHUH,
MH(OPMAaLIMOHHON CUCTEMBI,

pabounx MECT aIMUHUCTPATOPOB HHPOPMAITMOHHON CHUCTEMBI.

Yacrota UM pexUM pe3epBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOObI
o0ecreynTh MUHUMAIBHYIO TTOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBIICHUE.

HacTtpoiika pe3epBHOro KOMMpPOBaHUS U BOCCTAHOBJICHUSI PECYPCOB HH(POPMALIMOHHBIX CUCTEM
[IIkomna TOMKHBI TPOBOAUTH YIIOTHOMOUYEHHBIe paboTHUKH [lIkoma.

PesepBHOe  KONMHMpOBaHHWE JOKHO  OCYIIECTBISTHCS B~ aBTOMAaTHYECKOM  pPEXUME
C TNPUMEHEHUEM OTEYECTBEHHOTO CIIELHMAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOIMPOBAHUS
C JEWUCTBYIOUIUM CepTU(UKATOM COOTBETCTBUSI MO TpeOOBaHUAM O€30macHOCTH HHGOpMaluu
OCTOIK Poccun.



6 OCHOBHBIE TPEBOBAHUS K IIPOHECCAM YIIPABJIEHUSI
NHO®OPMAIIMOHHOH BE3OITACHOCTbBIO

MoHnnTOopuHT HHPOPMALMOHHO 6€30I1aCHOCTH

Ha nocrostHHOI OCHOBE NIOJKEH NMPOBOAMTHCS KOMIUIEKCHBIM aHamu3 (QyHKIIMOHUPOBAHMS
uHpopMannoHHOM cucteMsl L1Ikoa n BO3HUKAIOMUX COOBITHI MH(OPMAIIMOHHOH 0€301acHOCTH.

[Tpoiecc MOHUTOpHHra cucTeMbl oOecreuyeHUs MH()OPMAMOHHONW O€3011aCHOCTH I0JIKEH
BKJIIOYATh B Ce0s1 KOHTPOJIb OPTaHU3aMOHHBIX U TEXHUYECKUX MEp I10 3aluTe HHPOpMAaILuY, aHATTN3
napaMeTpoB KOHQUIypali U HACTPONKHU CPEICTB 3aILUThl HHPOPMALIUH.

IIpn npoBeneHUN KOHTPOJBHBIX MEPOINPUATHM, CBA3AHHBIX C OLIEHKOW peanu3aluu Mep
no 3amure uHpopmanuu B Illkosa, ymonHOMOYEHHblE PAOOTHUKHU JIOJDKHBI IPUIEPKHUBATHCA
CJIEYIOIIUX IPUHIUIIOB!

HE HapylaTh GyHKIHOHUPOBaHUE fesTenbHocTH Lkona;

JIEICTBOBATh B COOTBETCTBUU C YTBEPXKJIEHHBIMU OpIraHU3allMOHHO-PACHOPSAUTEIbHBIMU
nokymentami lllkona no 3amure nHbopmanuy,

HE CKpBIBAaTh (PaKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON O€3011aCHOCTH;

0(OPMIIATH OTUETHI, TOATBEPKAAIOLIIE BBINOJIHEHUE MEPOIIPUATHIH 10 3a1uTe HHPOPMALIUU.

Wudpopmanus, 1mosyueHHas B XOA€ MPOBEACHUS KOHTPOJUPYIOUIUX MEpPONPUATUI
O JIEHCTBMSIX, COOBITUSIX M MapaMeTpax, UMEIOLIMX OTHOUIEHHWE K peajl3alud Mep IO 3aluTe
uH(pOpMaLuU, TOJKHA KOHCOJUAMPOBATHCS U XPAHUTHCA B MECTaxX, UCKIIOYAIOIIMX IOJIY4YEHUE
K HEll HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPHUHTI JAaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(POPMALMOHHOW O€30IacHOCTH
JIOJDKEH MPOBOJIUTHCS, TI0 BO3MOXKHOCTH, C MCIIOJIb30BAHUEM CUCTEMBI MOHUTOPUHIA MHIIMJIEHTOB
MH(OPMaLlMOHHON 0€30IaCHOCTH WJIM BCTPOEHHBIX MEXAaHHU3MOB HACTPONKU M ayAauTa COOBITUIN
B INPOTrPaMMHBIX U MPOrpaMMHO-aMINapaTHBIX CPEICTBaX, MCIOJb3YEMbIX B HH()OPMAIMOHHON
uH@pactpykrype Illkomna.

Yupasienue puckamMmu

Onpenenenre BHYTPEHHHX TpeOOBaHM MO 3amuTe WHPOPMALWH, JODKHBI OCHOBBIBATHCS
Ha pe3yJbTaTax IPOBEACHMS aHalIKW3a PHCKOB HApYyLIECHHs OCHOBHBIX CBOMCTB 0€30IacCHOCTH
Juist “HGOpMalMoHHBIX pecypcos Ilkomna.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA OBITh OLIEHKA YCIOBUI U (aKTOPOB, KOTOPBIE MOTYT CTaTh
MPUYMHON HApyILIEHUS LIETOCTHOCTH, KOH(PHUIEHIUAIBHOCTH U JJOCTYITHOCTH JUIsl MH(OPMAaLlMOHHBIX
pecypcos llIkomna.

PesynbTatom mpoBeneHus aHaiM3a PUCKOB JOJDKEH OBITH pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIPaBJICHHBIX Ha CHWKEHUE BO3MOYKHOTO HETaTMBHOI'O BIIMSHUS HAa OCHOBHYIO JESTEIBHOCTH
[[Ixona mpu peanu3anuu TOW WIK UHOM yrpo3bl 6€30macHOCTH HHGOPMAITUN U 00ECTIEYNBAIOIINX B
JabHEeHIIeM T0CTaTOYHbIN YpOBEHb 3aLIUIIEHHOCTH HHPOPMalMOHHbIX cucTeM [lIkona.

Ynpasienue HHUMIeHTaMH MHGOPMALMOHHOI 0€30MacCHOCTH

s obecniedennst 3pPEeKTUBHOTO pa3peleH s HHIMIEHTOB HH(POPMALMOHHOM 6€301MacHOCTH
B Illkosa, MUHUMU3aLKUK TTOTEPh U YMEHBIIEHUs] pUCKa BO3HUKHOBEHUS MOBTOPHBIX MHIUIECHTOB
JIOJDKHO OCYILECTBIIATHCS YIPaBIeHUE MHIIMASCHTaMU HH(OPMAIIMOHHON 6€30IMacHOCTH.

Jns ynpaBiieHuss MHUMAEHTaMH HMH(OpMallMOHHOW 0e30macHOCTH JO/DKHA OBITh CO3/aHa
ci1y>)k0a MOHMTOPUHTA M PearipoBaHUsl HA MHIUAECHTHl MHPOPMAIMOHHONW 0€30MacCHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEICTB M MEpPONpUATHN [uisi cOopa M KOHCONMIALUUU HH(OpMaluu
00 MHIMJEHTaX pellaeT AaHHYI0 3ajady. B OTHONIEHMM KaXJIOro MpPOHM3OLIENNIEr0 MHIIWJCHTA
paboOTHMKaMU H3 CIY)KObI MOHHMTOPMHIAa W pearupoBaHHsl HAa MHUUJAEHTHl HH(DOPMALMOHHON
0€30IMaCHOCTH JIOJKEH BBIMOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHbIN HHIUCHT.

AyauT cuctembl o0ecniedyeHrst HHPOPMANMOHHOI 0€30I1aCHOCTH

B nensix orienku Tekymiero ypoBHs nH(popmanmonHoi 6e3onacHocTH [1Ikona Ha perynspHoit
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT HHPOPMALIMOHHOM 6€30MaCHOCTH.

BHyTpeHHue ayiuThl JOKHBI BHITOTHATHCS padoTHHKamMu Lllkomna. B uncio 3aaay, pemaemMbix
IpY IPOBEIEHNH BHYTPEHHHUX ayAUTOB HH(OPMAIIMOHHON 0€30IacCHOCTH, BXOJAT:



cOop M aHaJIU3 MCXOJIHBIX JAHHBIX 00 OpPraHM3aLMOHHON W (YHKIMOHAIBHOH CTPYKType
MH(POPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUIsl OLIEHKH COCTOSIHUS CUCTEMBI 3alllUThl HH(POpPMALNY,;

aHaU3 YTBEPXKACHHBIX OPraHU3alMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB [0 3alluTe
MH(pOPMALIMU Ha IPEAMET UX HOJTHOTHI U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIALINI
1o uX J0paboTKe WK Pa3paboTKH HOBBIX;

obocHoBaHue (UHAHCOBOW I(P(HEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uHpopManuy,

IPOBEPKA PaBHIILHOCTH BbIOOpa M HACTPOMKHU CPEJCTB 3allUThl UH(OopMaIuy, popMupoBaHue
NPEUIOKEHUH M0 MCHOJIb30BAHUIO UMEIOIIUXCS CPEAICTB 3AIIUTHI UHPOPMALUU /IS TOBBIIICHUS
YPOBHSI HAAEKHOCTH U 6€3011aCHOCTH MHPOpMaLMOHHBIX cucteM 11Ikosl;

aHaM3 OTYETOB IO MPOU3OMICAIINM HMHIUJCHTAaM HWH(POPMALMOHHON O0e30macHOCTH
U MIPUHSATHIM MEPaM 10 UX Pa3pPEIICHUIO.

IHoBbIIeHHEe 0CBEJOMJIEHHOCTH PA0OTHUKOB

B paMkax opraHuzanuM KOMIUIEKCHOTO IPOTHUBOJEHCTBHUS yrpozaM 0e30I1aCHOCTH
uHpOpMaLlUK, UCXOAAUMM OT paboTHukoB Illkoma MOMKHA TMOCTOSHHO — MOBBIIIATHCS
UX OCBEJJOMJIEHHOCTb B OOJIACTH 3alUThl MH()OPMAIIIH.

[ToBbieHne ocBegoMiIeHHOCTH paboTHUKOB [lIKkomna ocyecTBiseTcs:

1o cyuiectByromuM B [lIkone opranu3anoHHO-pacnopsIUTeIbHbIM T0KyMEHTaM;

no npuMeHsieMbIM B LlIkose Mepam 3amuTel HHGOpPMALINY,

[0 IPAaBUIBHOMY UCIIOJIb30BAaHUIO CPEICTB 3aIUThI HH(POPMALIUU.

7  3AKIIOYEHMUME

[Ipu u3meHeHuu JneiicTByrOIIEro 3akoHoaarenbcTBa Poccuiickoit denepanuu B obiactu
3am|Tel  MHGOpPMANMU, a TakXKe OpraHU3alMOHHO-PACTIOPSAUTENBHBIX ToKyMeHTOB Lllkoie
HacTosAwas IlomuTuka ¥ U3MEHEHUS K HEW NPUMEHSIOTCA B 4YacTH, HE IPOTHUBOpPEYAILEH BHOBb
IIPUHATBIM 3aKOHOAATEJIBHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKYMEHTaM
IIxosmsI.

Bce TpeGoBaHusl, yCTaHOBIEHHBIE JEHCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoii
®denepanyy, NOJ3aKOHHBIMM aKTaMU U JIOTOBOPHBIMM OTHOILICHUSAMH, a Taike noaxon IlIxossl
K 00€CIEYeHHI0 COOTBETCTBHSI 3TUM TPEeOOBAHMSIM JIOJKHBI OBITH SIBHBIM OOpa3oM OIpeeeHBI,
JIOKYMEHTUPOBAHBI U MOAEPKUBATHCSA B AKTYaJIbHOM COCTOSIHUH.

[[Ixkola B IPUOPUTETHOM  HAIPABICHUM  JOJDKEH  pacCMaTpUBATBCS  IEPEXO
a IPOrpaMMHOro 0OecreYeHue OTeYeCTBEHHOIO MPOU3BOAUTENS, BKIIOYEHHOTO B €IMHBIA peecTp
POCCHHCKHX MPOrpaMM JUIsl 3JIEKTPOHHBIX BBIYUCIUTENbHBIX MallMH U 0a3 JaHHBIX. B Tom uuncnie
[0 YacTU CEpPBEPHOr0, KOMMYTAIlMOHHOTO OOOpYAOBaHUS M INPOrpaMMHO-AMMapaTHBIX CPEACTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaHO3IEKTPOHHON POTYKIIHH.

IlepecMoTp W BHECeHME M3MEHEHHH B HacToAmyr [lOJUTHKY  OCYIIECTBIISIFOTCS
Ha IIEPUOINYECKON U BHEIIJIAHOBOM OCHOBE.



8 CIHCOK UCIIOJIB30BAHHBIX HCTOYHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 wunHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37eKTPOHHOM MOATHUCH.

3 Tlocranosnenune IIpaBurenbctBa Poccuiickoit ®enepanmm ot 16.04.2012 Ne 313
«O06 yrtBepxaeHun [losnoxxeHus o TMIEH3UPOBAHUU AEATEIBHOCTU 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpaMUecKux) CpPEeACTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B OONacTH IU(POBAHUS
nH(popMaIuy, TEXHHYECKOMY OOCITY)KMBaHUIO MHU(POBATLHBIX (KpUNTOrpauIecKux) CpPEACTB,
MH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBaIbHbIX (KpUOTOrpagUUECKUX) CPEACTB (3a HCKIIOYEHHMEM Cilydas, €CJId TEeXHHYECKOoe
oOciyxuBanue MU(POBATBHBIX (KpUNTOrpauIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpaMUecKux) CpEICTB, OCYIIECTBISAETCS Uil oOecredyeHuss COOCTBEHHBIX —HYXKI
IOPUJINYECKOTO JIMIA WK MHAMBUAYAbHOTO IPEANPUHUMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkIeHUU TpeOOBaHMHM K 3alllUTe MEPCOHAIbHBIX JAHHBIX INpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opraHu3anuy 1 o0ecriedeHnr 6e30MacHOCTH XpaHEeH!Us, 00padOTKH U Mepeadu o KaHajlaM CBSI3U
C HCIIOJIb30BAaHUEM CpPEICTB KpUIITOrpaduyeckod 3amuThl HMHGOpPMALUU C OrPAaHUYEHHBIM
JIOCTYIIOM, HE COJIEpKallle CBEICHM, COCTABISIOIINX FOCYAAPCTBEHHYIO TAHY».

6 Ilpukaz ®CBHb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu IlonoxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O0 yTBepxaeHUH TPeOOBaHMIA O 3aIUTE
UH(pOpMAaIMU, HE COCTABJAIOIICH TOCYIapCTBEHHYIO TaiiHy, cOAeprKalleiicss B roCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMaX).

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ecTedeHn 0 0€30aCHOCTH MEPCOHATIBHBIX IaHHBIX IIPU
ux 00paboTke B MH()OPMALIMOHHBIX CUCTEMAX MEPCOHATIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpraHU3aIMOHHBIX U TEXHUIECKUX Mep IO 00eCTIeYeHNIO0 0€30IaCHOCTH MEPCOHATBHBIX TaHHBIX TIPU
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX IMEePCOHAIBHBIX JAaHHBIX C UCIIOJIH30BAHUEM CPEJICTB
Kpunrorpaguueckon 3ammThl MHGOPMAIMM, HEOOXOIUMBIX JUISl BBIIOJIHEHUS YCTAHOBJIECHHBIX
[TpaButensctBOM Poccuiickoii ®enepanun TpeOoBaHMIT K 3allUTE€ MEPCOHANBHBIX JIaHHBIX
JUISL KaXJI0T0 U3 YPOBHEH 3aIlIUIIIEHHOCTI .

10 TOCT P 51624-2000 «3ammra wHQOpPMAIIUK. ABTOMAaTH3UPOBAHHBIE CHCTEMBI
B 3aIIMIIEHHOM HcnoidHeHnu. O0mue TpeGoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [IpaBuiia BKIFOUCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta uHopManuu. OCHOBHBIE TEPMHHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1upopmarrionHas TeXHOJIOTHUS. MeTObI U cpeAcTBa
6e3omacHocTH. CucTeMbl MeHeKMEeHTa HH(popMarmonHoi 6e3onacHocTu. TpeGoBaHUs».

14 TOCT P 50922-2006 «3amuTa napopMari. OCHOBHBIE TEPMHHBI U OITPEICIICHHS.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHopMaTH3anuu. PakTOpHI,
BO3JIeHicTBYIOIMME Ha nHPopMarui. OOIre MOI0KEHUS Y.

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHbopmManmoHHasT TEXHOJOTHA. MeTosl
U cpeacTBa obecrieueHus 6e3omacHocTH. YacTe 5. PykoBo/ICTBO MO MEHEHKMEHTY 0€30MacHOCTH
CeTU».

17 TOCT P HCO/TO 13569-2007  «DduHaHCOBBIE  yCIyrH. PeKoMeHmanuu



1o uH(pOPMAITMOHHOM 6€30TTaCHOCTI.

18 T'OCT P UCO/MBK 27005-2010 «MudbopmarmorHHass TeXHOIOTHA. MeTOIbl U CpeaCcTBa
obecrieyeHus 6e30macHOCTH. MeHePKMEHT prcka HH()OPMAIIMOHHON 0€30MacHOCTI.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarmonHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
oOecrieueHus O6e3onacHOCTH. MeHeDKMEHT HH(POPMAIIMOHHOM 0€301aCHOCTH. MOHHUTOPHUHT, OIICHKA
3alIUIIEHHOCTH, aHAJIN3 M OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MenemxMmeHT pucka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wundopmamuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus MH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTENIbHBIX OpraHoB
rocynapctBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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